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Anatomy of a linux kernel development

• Questions :

– How to work kernel code?

– How to write C code on the kernel?

– How to building and install the kernel on old version linux?

– How to release the linux kernel?

– How to fixes bugs (patch) on kernel trees?

• Goal :

– when you build and install this kernel you 
are unable to connect to ping google.com



learning write your own code on linux kernel

• root@raminfp ~# cd /tmp/

• root@raminfp /tmp# 

• root@raminfp /tmp# git clone 
https://github.com/raminfp/linux-4.8.0-netfilter_icmp



Add a module netfilter_icmp

• We added sample module netfilter icmp in the 
linux kernel:
– https://

github.com/raminfp/linux-4.8.0-netfilter_icmp/tree/master/net/n
etfilter_icmp

• root@raminfp /tmp/linux-4.8.0# cd net/netfilter_icmp/

• root@raminfp /tmp/linux-4.8.0/netfilter_icmp# 

• root@raminfp /tmp/linux-4.8.0/netfilter_icmp# ls

     Kconfig  Makefile  netfilter_icmp.c
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Kconfig / Makefile

• We see Kconfig file for configuration menuconfig and 
define Makefile for compile object.

• Makefile : https://
github.com/raminfp/linux-4.8.0-netfilter_icmp/blob/m
aster/net/Makefile#L13

• Kconfig : https://
github.com/raminfp/linux-4.8.0-netfilter_icmp/blob/m
aster/net/Kconfig#L90
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Define header file netfilter_icmp

• root@raminfp /tmp/linux-4.8.0/include# cd net/

• root@raminfp /tmp/linux-4.8.0/include/net# ls

• Create file netfilter_icmp.h :

• https://
github.com/raminfp/linux-4.8.0-netfilter_icmp/blob/ma
ster/include/net/netfilter_icmp/netfilter_icmp.h
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Define netfilter_icmp.h in main.c

• We should define this function name from file header netfilter_icmp on 
main.c file linux.

• root@raminfp /tmp/linux-4.8.0# cd init/

• root@raminfp /tmp/linux-4.8.0/init# ls

 calibrate.c  do_mounts.h  do_mounts_md.c ….

• /init/main.c : https://
github.com/raminfp/linux-4.8.0-netfilter_icmp/blob/master/init/main.c
#L91&L93

• /init/main.c : https://
github.com/raminfp/linux-4.8.0-netfilter_icmp/blob/master/init/main.
c#L655&L657
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Compile Kernel Linux

• make menuconfig



Help NETFILTER ICMP



Grub Ubuntu



Grub Ubuntu (2)



DROP ICMP 



How to upgrade or install a latest current release Linux Kernel version 
manually in Ubuntu?

• http://the-linux-channel.the-toffee-pr
oject.org/index.php?page=11-tutorials-
how-to-upgrade-to-a-latest-current-rel
ease-linux-kernel-version-manually-in-
ubuntu&lang=
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Submit your first Linux kernel Patch



Submit your first Linux kernel Patch

• https://www.youtube.com/watch?v=LLBrBBImJt4
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