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Anatomy of a linux kernel development

5 * Questions:

" : = — How to work kernel code?

— How to write C code on the kernel?

— How to building and install the kernel on old version linux?
— How to release the linux kernel?

— How to fixes bugs (patch) on kernel trees?

* Goal:

ping google.com




learning write your own code on linux kernel

* root@raminfp ~# cd /tmp/

root@raminfp /tmp#

* root@raminfp /tmp# git clone
https://github.com/raminfp/linux-4.8.0-netfilter_icmp




Add a module neffilter_icmp

* We added sample module netfilter icmp in the
linux kernel:

— https://
github.com/raminfp/linux-4.8.0-netfilter icmp/tree/master/net/n

etfilter icmp

root@raminfp /tmp/linux-4.8.0# cd net/netfilter icmp/

root@raminfp /tmp/linux-4.8.0/netfilter_icmp#

root@raminfp /tmp/linux-4.8.0/netfilter_icmp# Is
Kconfig Makefile netfilter_icmp.c
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Kconfig / Makefile

*  We see Kconfig file for configuration menuconfig and
define Makefile for compile object.

* Makefile : https://
github.com/raminfp/linux-4.8.0-netfilter icmp/blob/m

aster/net/Makefile#L 13

* Kconfig: https://
github.com/raminfp/linux-4.8.0-netfilter _icmp/blob/m

aster/net/Kconfig#L90
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Define header file netfilter_icmp

* root@raminfp /tmp/linux-4.8.0/include# cd net/
* root@raminfp /tmp/linux-4.8.0/include/net# Is

* Create file netfilter_icmp.h:

* https://
github.com/raminfp/linux-4.8.0-netfilter icmp/blob/ma

ster/include/net/netfilter icmp/neftfilter icmp.h
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Define netfilter_icmp.h in main.c

* We should define this function name from file header netfilter_icmp on
main.c file linux.

* root@raminfp /tmp/linux-4.8.0# cd init/
* root@raminfp /tmp/linux-4.8.0/init# Is
calibrate.c do_mounts.h do_mounts_md.c....

* /init/main.c : https://
github.com/raminfp/linux-4.8.0-netfilter icmp/blob/master/init/main.c
#L91&L93

* /init/main.c : https://
github.com/raminfp/linux-4.8.0-netfilter icmp/blob/master/init/main.
c#L655&L657
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Compile Kernel Linux

* make menuconfig

.config - Linux/x86 4.8.17 Kernel Configuration

= Networking support — Networking options
working options
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted letters are hotkeys. Pressing <Y=>
includes, <N> excludes, <M> modularizes features. Press <Esc»><Esc> to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ]
excluded <M> module < > module capable

-%- IP: TCP syncookie support

<M>  Vvirtual (secure) IP: tunneling
{M} TP: Foo (IP protocols) over UDP
[*] IP: FOU encapsulation of IP tunnels
<M= IP: AH transformation

<M> IP: ESP transformation

<M= IP: IPComp transformation

<M= TP: IPsec transport mode

<M> IP: IPsec tunnel mode

<M>  IP: IPsec BEET mode

<M> INET: socket monitoring interface

<M= UDP: socket monitoring interface

[*] INET: allow privileged process to administratively close sockets
[*] TCP: advanced congestion control --->

[*] TCP: MD5 Signature Option support (RFC2385)

<*>  The IPv6 protocol --->

ﬁ*_ NetlLabel subsystem support
tﬂl..ﬂi]i!!]i]!!!né

-*- Security Marking
[ ] Timestamping in PHY devices

[*] Network packet filtering framework (MNetfilter) --->
<M> The DCCP Protocol ---=>
{M} The SCTP Protocol ---=>

<M> The RDS Protocol

<M>  RDS over Infiniband

<M= RDS over TCP

[1 RDS debugging messages

<M> The TIPC Protocol --->

<M> Asynchronous Transfer Mode (ATM)

< Exit > < Help > < Save > < Load >




Help NETFILTER ICMP

Configuration

9
— Networking support — Networking options

NETFILTER ICMP b
CONFIG_NETFILTER_ICMP:

NETFILTER ICMP - This is a test - Sample Code

symbol: NETFILTER_ICMP [=y]
Type : boolean
Prompt: NETFILTER ICMP

Location:

-> Networking support (NET [=y])
-> Networking options
-> TCP/IP networking (INET [=y])
Defined at net/netfilter_icmp/Kconfig:5
Depends on: NET [=y] && INET [=y]

< it >
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Grub Ubuntu (2)
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DROP ICMP

#
#
PING google.com (216.58.2087.78) 56(84) bytes of data.

64 bytes from fral6s25-in-f14.1e100.net (216.58.207.78): icmp_seq=1 ttl=50 time=142 ms
64 bytes from fral6s25-in-f14.1e100.net (216.58.207.78): icmp_seq=2 ttl=50 time=142 ms

- google.com ping statistics
2 packets transmitted, 2 received, 0% packet loss, time 1601ms
rtt min/avg/max/mdev = 142.426/142.687/142.949/0.459 ms

#
#

> [proc/netfilter_proc_a

B : " root@raminfp

-

ol



How to upgrade or install a latest current release Linux Kernel version
manually in Ubuntu?

* http://the-linux-channel.the-toffee-pr
oject.org/index.php?page=11-tutorials-
how-to-upgrade-to-a-latest-current-rel
ease-linux-kernel-version-manually-in-
ubuntu&lang
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Submit your first Linux kernel Patch

perl scripts/get maintainer.pl mm/page alloc.c -f
komglinux- on.org> (conmit signer:108/160-100%)
richal Hocko <mhocko@suse.com> (commit signer:42/188=42%,authored: 10/100=10% removed Lines:71/864=8%)
Pavel Tatashin <pavel.tatashingnicrosoft.com> (commit signer:29/100=29%,authored:19/100=19%,added lines:523/1287=41%, removed lines:341/864=39%)
lastinil Babka <vbabkasuse.cz> (commit signer:28/168=28%,authored: 6/100=6%)
Oscar Salvador <osalvadorsuse.de> (commit signer:14/100=14%,authored:5/100=5%,a0ded lines:117/1287=9%, removed lines:59/864=7%)

ike Rapoport <rppt@linux.vnet.ibm.com> (authored:6/108=6%)

Joonsoo Kinm <iamjoonsoo. kinflge.com> (added lines:97/1287-8%, removed lines:94/864=11%)
Alexander Duyck <alexander.h. duyck@linux. intel.com> (added Tines:96/1287-7%)

Mel Gorman <ngormantechsingularity.net> (removed lines:47/864=5%)

Linux-nngkvack.orq (open List:MEMORY MANAGEMENT)

linux-kernelgvger.kernel.org (open list)




Submit your first Linux kernel Patch

*  https://www.youtube.com/watch?v=LLBrBBImJt4

Write and Submit
your first Linux
Kernel Patch

Greg Kroah-Hartman
SUSE Labs / Novell

git://github.com/gragkh/karnel-tutoriul.git
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